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A Paper vs. Paperless (pg. 3)

A Required Forms (pp. 4-7)

A Creating a Digital ID (pp. 8-16)

A Saving the Document (pg. 17)

A Sending the Document (pp. 18-19)
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Commit to your health.

WDH-IT Contract Process WDH-WYyIR Enrollment Process
[T
iaun gore amur Bl WylR Program
T bardain :" /
Prigsan Contraed ﬁf”.‘.‘.‘.ﬂ" :»Tn:-‘:‘ ETS winks wifh
pa. Frogan i jchang E ETS P et Provider,/Crganization WylR Program updates
ity 1 i A HEAT chunges, provebso s sppral and
cronges. s men Ers:é;; %‘?15 A gt completes WylR information inthe WylR
m“;_‘vh documents electronically and emails WylR
and sendsvia email Primary Contactwhen
attachment updatesare completed.

Cogn el Meome [l Cogem  |—of RESELOIE = De‘.‘\o/

Parties Involved:( | Parties Involved: T h e ﬁ p a p er | e S
1. Program (Immunization Unit 1. Provider/O izati
2. WODH Contracts s ofice } 2. V:,z;'; F:Brr[;fgr;gr:nlza on Wyl R En ro | | m ent
3. Attorney General's Office (AG Heat System i
4. Enterprise Technology Services (ETS) Process _I nVOlveS
5. Vendor (Immunization Provider/Organization) | ess p arties an d IS
6. Director's Office faSter t h an th e
Estimated Time: at least one month Estimated Time: less than a day Stan d ard WDH_'T

Contract Process.
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A WyIR Provider Enrollment Agreement

I defines contact information for
Provider/Organization;

ifcompl eted by the Arespons
Provider/Organization

A WyIR Access Level Form-
I defines which users need what type of access;

I completed by the WyIR Primary Contact, as defined
on the WyIR Provider Enrollment Agreement
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The forms, along with other helpful information
to users, are posted in two sites:

1. The | mmuni zati on Un't

http://www.health.wyo.qgov/familyhealth/immunization/WyIR 2013.html

2 . Under

ARDocument

viewable after login to the WyIR.

i
Sele ity
Select VFC Pin
Document Center
Favorites

WylIR Enroliment - 2013 - NEW!
WyIR Provider Enrollment Agreemen

WyIR Access Level Form
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Wyoming Department of Health ® Community and Public Health Division = 1

Immunization Unit Home Page

About Vaccine Preventable
Diseases

Adult Immunizations

Calendar of Events and
ference Informatj

s Prégram

Immunization Schedules

Parents and Guardians
Immunization Information

N

Schools and Daycare

Site Visit Information

Training Presentations

Vaccine Information Statements
(VIS)

Vaccine Program

Valuable Links

Vaccine Storage and Handling

WyIR (Wyoming Immunization
Registry)

Wyoming Immunizat

WYOMING IMMU
Log In to the WyIR

Brochure for the Wyoming T
N\

Provider Information:
WyIR Provider Enroliment Ac

WylR Access Level Form
WyIR Remove User Form &/1
WyIR EULA 6/19/12

WyIR Enrollment Process 6/1

User Information:
Getting Started - WyIR Quic

Patients - WyIR Quick Refers
Vaccinations - WyIR Quick Re
Inventory - WyIR Quick Refe
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WYyIR Provider Enrollment Agreement

WYyIR Access Level Form

| wollmen Agreermentimen unizatian Providers.J013_distibuted pelf - Adobe Reades [= &=

L Wy Access Level Form 013 _distributedpdf - Adobe Reader [olle =
x

SRZEe= [ =@ (== | HE| 2 2 | Tools | Sign | Comment | Extended

£ : : E.

WYyIR Provider Enrollment Agreement for Providers
Name of Provider/Organization: _|[
Street Address: | 1 city: [ I
Phone Number: | | Extensi Fax Number:
‘WyilR Primary Contact: | Email of WylR Primary Contact:
Reporting Method: [Direct Data Entry - Internet Access Type: _|Cable Modem -| Organizational Type: [Private =
Number of Clinic Sites/Facilities in Organization:
Name of Clinic/Facility #1.
Street Address: | Tcity: T T Zis Code: |
Phone Number: | ] Extension: | ]| Fax Number: |
Facility #1 Contact - Name [ Email of WylR Facility #1 Contact: |__
Name of Clinic/Facility #2
Street Address: | city: | | Zip Code: |
Phone Number: | | Extension: | | Fax Number: |
Facility #2 Contact - Name | | Email of WylR Facility #2 Contact: | _
Name of ible Authority for Provider/O: I

Wyoming Department of Health
Wyoming Immunization Registry
End User License Agreement and Terms of Use for Provider

Version Date: April 2013

This End User License Agreement and Terms of Use (this “Agreement”) for the Wyoming Department of Health (WDH) Wyoming
Immunization Registry (the "WyIR") website governs the use of all software, applicatians, tools, and data provided or accessible at
this site: https://wyir.health.wyo.gov. Please read this Agreement carefully before proceeding. Digitally signing this Agreement
constitutes your acceptance of the terms of this Agreement and creates a binding and enforceable contract between the user and

Revised Apeil 2013

EFbex D@ ®sx-] HE| 2 2| Tools | Sign | Comment | Extended

e

WyIR Access Level Form
When an autharized user terminates employment or changes duties, and access to the WylR is na longer necessary, the WyIR Primary Contact agrees to notify
the WylR Project Coordinator by submitting a WylR Remove User Form within 24 hours of the employee’s last day of employment

Name of Facllity for Provider/Organ | PIN (if

Digital ID of WyIR Primary Contact: ‘Dale:l
Please provi information in the far anyone In your practi il access to the WylR.
WylR Access Levels
3. Facily View Galy: Allows patent record 1ook up, creation and prnting o Feports. Users with B3 acees 1evel can ot 833 or change any Iformation, Permiaons Incudt View User REpor
Acess
2. Facility Add/Edit: Allows users th information, add WilR, and edit patients.
3. Facility Coordinator: Allows the perm ssions ksted under Faclity AJd/Edr, plus the ability to 30d/edit lat inventory, add/edn 3
tempiates reports regarding and oM. *LIWITED T0 2 USERS**
3 VL7 interace THA: Allows 3 ViyIR Provider/Organization to 3Bl 3 FL7 uni o i Grectional iterface from thelr Electronic Medical Record (EMIR] 7ystem o the WHiR through the Tomal
. An account will e createsd with WL Ugioad and o
First Name Last Name Credentials | Unigue User Email accessed only by user Type of Access (select])
Facllity Add/Edit
Facility Add/Edit
Facility Add/Edit =l
Facility Add/Edit -
Facility Add/Edit |
Facility Add/Edit |
Facility Add/Edit -
Facllity Add/Edit B
RN -] Facility Add/Edit |
RN - Facility Add/Edit |

NOTE: The digital ID only works with Adobe Reader i for the latest FREE version, go to http://get.adobe.reader/

()]


http://get.adobe.reader/
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New to the 2013 WyIR Enroliment forms are definitions that appear for each field as
the cursor is placed within the field i see the example of the ir espoasti hdrei t vy
definition displayed belowé

WYyIR Provider Enrollment Agreement for Inmunization Providers
Name of Provider/Organization: ||

Street Address: | City: (l Il Zip Code: |
Phone Number: || Extension: | Fax Number: |
WyIR Primary Contact: || Email of WyIR Primary Contact: ||

Reporting Method: |Direct Data Entry 'I Internet Access Type: ICabIe Modem v| Organizational Type: i|Privale =
Number of Clinic Sites/Facilities in Organization: |
Name of Clinic/Facility #1: |

Street Address: | City: (l || Zip Code: |

Phone Number: || Extension: || || Fax Number: |

Facility #1 Contact - Name | Email of WylIR Facility #1 Contact: ||

Name of Clinic/Facility #2: |

Street Address: | City: | | Zip Code:

Phone Number: | Extension: | Fax Number: |

Facility #2 Contact - Name | Email of WyIR Facility #2 Contact: |

Name of Responsible Authority for Provider/Organization: T |

~ Y A "Responsible Authority” for Provider/Organization is
A n p"l cp FD me s s '%lq}aert deﬁneg as a person tha:};as authority to eater into
dISp|ayS for eaCh f|e|d 2 agreements for your Organization and whe will be
responsible (and liable) for the conditions cutlined in the
When the cursor |S placed T “uniprovider enrollment agreement for the
. ) | Provider/Organization
within a field.

Ena User License Agreement and Terms of Use for Provider

Version Date: April 2013
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t wo Digital | DOs n

I The Responsible Authority for the Provider/Organization

AND

I The WyIR Primary Contact for the Provider/Organization
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A Why is a Digital ID needed instead of a
Atraditional o0 signatur e

I If a traditional signature were involved, it would require the paper based
enroliment process, which would result in undesired delays in
responding to requests;

I Itis required when submitting WyIR Forms per the approved WyIR
Enrollment Process; and

I Itis alegal process, as defined below:

ELECTRONIC SIGNATURE AND EXECUTION

A fi [ éckptance of this Agreement by electronic means constitutes a valid
formation of a contract in accordance with the Wyoming Uniform Electronic
Transactions Act (Wyo. Stat. § 40-21-101, et seq.) and that this Agreement has
been properly executed.o
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A Digital ID can be created by clicking within the Digital ID field, as
they appear below:

Digital ID of Responsible Authority for Provider/Organization

Responsible Authority for Provider/Organization:

-

Digital ID of Responsible Authority Date

Digital ID of WyIR Primary Contact

Name of Facility for Provider}Organization:l |PIN (if applicable):

Digital ID of WyIR Primary Contact: Date: ‘

10



=
>
Wyoming
Department

of Health Creating a Digital 1D

Commit to your health.

In order to create a Digital ID, the user simply clicks in the Digital
ID field,

Click Here

-

And then a pop-up window appears, similar to what appears in the
next slide:

11
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reaograi 0 W | e The user has an option to

select from an existing digital
ID or to create a new digital ID.

I want to sign this document using:

_ My existing digital ID from:
3 A file .
A roaming digital ID stored on a server In Order to Create a new dlgltal
A device connected to this computer ID’ the user Wl” need tO
A new digital ID I want to create now > 0«
i e <ﬂ| 1 1. Select the i Aew digital ID

| want to create n o wo
option, and then
2. Click on the [Next] button.

2 A pop-up window similar to
| V what is displayed in the next
Cancel < Back Next > slide will appear.

N

=
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' Add Digital ID - L e

I
Where would you like to store your self-signed digital ID?

1 © New PKCS#12 digital ID file

Creates a2 new password protected digital ID file that uses the standard PKCS#12 format.
This common digital ID file format is supported by most security software applications,
including major web browsers. PKC5#12 files have a .pfx or .pl2 file extension.

Windows Certificate Store

Your digital ID will be stored in the Windows Certificate Store where it will also be available
to other Windows applications. The digital ID will be protected by your Windows login.

Next, the user will
need to:

1. Select the

ANew PKCS#1,

Di gital
option, and
then

2. Click on the
[Next] button.

A pop-up window
will display similar
to the following
slide.

=
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Next, the user will need to:

~ = T—
Add Digital ID .S

1. Enter the information for the
following fields:

Enter your identity information to be used when generating the self-signed certificate.

a. Name,
| b. Organization Unit (e.g.,
MName (e.g. John Smith): |John Anderson 1 Fac|||ty),
Organizational Unit: |Test Clinic 1 E c. Organizational Name
Organization Nome: [Best Tt (e.g.,  Organization),
and

E Ackiess: | | anderson@hyo. 9o d. Email address of the

Country/Region: | US - UNITED STATES | digitalAsi gner, 0O

2. Leave the area below emalil

[] Enable Unicode Support
address unchanged, and
Key Algorithm: [1024-“ RSA v] then
Use digital ID for: [Dligital Signatures and Data Encryption vl 3. Click upon the [NeXt] button;

A pop-up window similar to the

3 IE:) following slide will appear.

'S
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{roen S — e Next,the user will need
i to:
Enter a file location and password for your new digital ID file. You will need the password when
you use the digital ID to sign or decrypt documents. You should make a note of the file location .
1l snﬂ'lﬂ_tyuu can copy thisf’llefcr_hackup or other purposes. You can later change options for this 1 Create and Conﬂrm
file using the Security Settings dialog.
a password for the
File Name: digital signature,
Ingyrus‘aAppData\.Rnaming\ﬁ.dobe\ﬂcmbatﬂﬂ"ﬁe:urity\.lohn.ﬂ.nder;nn.pfx Browse... 2 . Se|eCt the f| Ie
location by clicking
| [ — the [Browse]
E— button, and then
Confirm Password: <:II 1 3 CI'Ck Upon the
— [Finish] button.

I‘{T}‘l A pop-up  window

<gock | [ | similar to the following

= S — slide will appear.

ol
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oo —

Sign As: |JnhnAndersun*:juhn.andermn@wyu.gm: -—| 2

Password: I"’"L’"’""""""""""""Jﬂﬂr <£| 1

Certificate [ssuer: John Anderson Infa...

Next, the user will need
{o:

1. Enter the newly
created password to
Asigno the docu
and then

2. Click upon the [Sign]
button.

Appearance: | Standard Text

’]

Drigitally signed by John Anderson
0 n DM: c=John Anderson. o=Best

Test, ou=Test Chrec 1. G
email=john.anderson@wyo. gov,

ANAerson ...z wo

2 F>| Siq,q i l Cancel
by

A pop-up window similar
to the following slide will
appear, prompting the
user to Save the
document.

>
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Next, the user will
need to:

1. Select a
1 location to
O save your
document that
IS easily
locatable, and
then

2 2. Click upon the
[Save] button.

A pop-up window

TIP: a great place to save your documents so that they are easily found is the Desktop. similar to the
Atthe A S a & gtreen, 1. double-click on the desktop icon (circled), then 2. click i S a.¢ e following slide wiill

appear.
17



